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JA(A) (650;1000;1300) (1000;1600;2000) (350:600;800) (250;350;450)
D (A2) (250:350:450) (350:600;800) (350:600:800) (650;1000;1300)
EJA(As) (250:350:450) (100:150;200) (100:150:200) (100;150;200)
E/D(A4) (350:600:800) (350:600;800) (1000;1600;2000) (1000;1600:2000)
JA(As) (350;600;800) (250;350;450) (100;150;200) (250;350;450)
ID(Ag) (100:150:200) (100;150;200) (250:350:450) (250:350;450)
E/A(A7) (350:600;800) (250:350;450) (350:600:800) (350:600;800)
JE/D(As) (250:350:450) (650;1000;1300) (350:600:300) (1000;1600:2000)
11A(Aa) (650:1000;1300) (1000;1600;2000) (1000;1600;2000) (350:600;800)
1/D(Av0) (1000;1600;2000) (350:600;800) (650:1000;1300) (1000;1600:2000)
E/A(A1) (250:350:450) (350:600;800) (350:600:300) (250:350;450)
E/D(A13) (650:1000;1300) (1000;1600;2000) (650:1000;1300) (1000;1600:2000)

(A) sl all | (kY Jlns) gtisas (pamasin bLizdl) s,

W/IJA(A;) 4th Gth

W/I/D (Az) 5th 7th

W/E/A(Az) 10th 12th

W/E/D(A4) 3rd 3rd

EC/I/A(As) 8th 10th

EC/1/D(Ag) 9th 11th

EC/E/A(A7) Gth 8th

EC/E/D(Ag) 4th 5th

DB/I/A(Ag) 2nd 4th

DB/I/D(A10) 2nd 2nd

DB/E/A(A11) 7th ath

DB/E/D(A;z2) 1st 1st

g 6,01 (guaaniy -V Jgu

(A) L s 2T FEV ( p3mg¥ s FEV (1 pa—asias bzl )
WIIJA(A,) 562.5; 887.5; 1137.5) (541; 842; 1078)
W/I/D (Az) 400; 637.5; 837.5) (430; 674; 882)
WIE/A(A3) 137.5; 200; 262.5) (142; 206; 270)
W/E/D(A4) 674; 1100; 1400) (675; 1100; 1400)
EC/1/A(As) 237.5; 362.5; 475) (257;392;513)
EC/1/D(As) 175; 250; 325) (175; 250; 325)
EC/E/A(A7) 325; 537.5; 712.5) (328; 545; 723)
EC/E/D(As) 562.5; 887.5; 1137.5) (622; 978; 1244)
DB/I/A(Ag) 750; 1200; 1525) (668; 1072; 1372)
DB/I/D(A10) 750; 1200; 1525) (808; 1296; 1638)
DB/E/A(A11) 300; 475; 625) (286; 440; 576)
DB/E/D(A12) 825; 1300; 1650) (853; 1348; 1706)
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WIS PR

ENGLISH ABSTRACT

In this paper, using an FMEA and ETA method, along with the fuzzy decision-making theory, we proposed an
information security risk model. In an event tree method, which consists of four steps of expert identification,
identifying scenarios and events, fuzzy evaluation, and Sorting is a multi-faceted approach that combines FMEA
and information security to examine five aspects of information security. In Event tree analysis, the objective of
evaluating the consequences of each alternate is in the form of a variable with a simpler understanding (financial
loss) with different natural scenarios (scenarios). To achieve this, we have defined a classification of events and
scenarios using the ETA method, which serves as a basis for risk analysis and leads to an awareness of the threat
level of the attack on the external data center.

We then sorted each of the alternatives based on the importance of the risks. Despite the conceptual nature of
this article, its research contribution is the ability to provide information related to the causes of attacks on
information systems at the highest level of management for the organization. Although this article focuses on
the application of the model for assessing data security risk in the data center, it is not limited to this area alone.
This model can be used in other areas where information security policies should be prioritized, as well as in
private and public organizations. For future work, the application of the model in private / public organizations
and the use of multi-criteria approach to include other criteria such as availability of services is recommended,
which can be done using the proposed tree-event method, this The method is based on the creation and analysis
of compensation matrices, which shows the effects of different alternatives, responses, and scenarios, and the
possibility of commenting on the assessment of individual single-risk specific risks as well as multi-criteria
cumulative risk Provide. Another issue for future research is to provide a solution to minimize potential losses.
For future research in the field tree analysis, the use of multidimensional risk analysis (Dialalia et al., 2015) is
recommended in order to include other criteria and achieve a broader view. Finally, a different perspective is the
risk analysis from the perspective of many specialists. The information security platform is very complicated.
As a result, in order to be able to extract a combination of different experts, we should get as much specialized
expertise as possible and improve the systematic way of performing the estimates. The FMEA Multidisciplinary
approach suggests that a large part of the information security risk is available. Each domain is prioritized on the
basis of risk sensitivity, although in this article the reasons for systemic attacks are addressed, but it should be
noted that important influences may also appear in different perspectives, including degrading performance on
servers, workstations, or networks. ; Damage to the system and network; information leakage or loss of
information (breach of trade secrecy); financial loss (information retrieval); loss of credit (business failure); and
service interruption (disturbance in business practices). Finally, the main role of this article is the ability to
provide information about critical dimensions and failures of their information security programs for the
organization, which creates vulnerabilities in their systems. In addition, this model measures the sensitive
dimensions of information security programs.



